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THE SHAME AND
EMBARRASSMENT OF BEING
CAUGHT by a scammer is one of

the main reasons why only about

five per cent of fraud is reported

to the authorities, according to

Josephine Palumbo, deputy

commissioner of competition,

deceptive marketing practices at

Canada’s Competition Bureau.

But as one of the three pillars of

the national campaign to combat

fraud, it’s essential to increase

the rate of reporting through

education and encouragement,

she adds.

The “three Rs” – Recognize,

Reject, Report – is the theme of

Fraud Prevention Month, a public

education campaign now in its

14th year under the auspices of the

Fraud Prevention Forum, which is

chaired by the Competition Bureau.

“The focus of Fraud Prevention

Month continues to be on educat-

ing and informing Canadians

and empowering them with

information on how to recognize,

reject and report fraud,” says Ms.

Palumbo. “Recognizing and reject-

ing fraud is obviously key, but

reporting is also very important

because it’s how law enforcement

authorities gather evidence to

bring down fraudsters and better

protect consumers and busi-

nesses.”

However, it is estimated that

only five per cent of fraud is

reported, which makes it very

challenging for law enforcement

agencies to do their job and to get

ahead of perpetrators of fraud and

to stop them before they cause

harm, she adds.

“We find that many people feel

embarrassed or ashamed after

being defrauded and are unwilling

to report the crime. In other cases,

they don’t want to take the time

because they think it’s more effort

than it’s worth, but the Competi-

tion Bureau has some very helpful

online tools to assist consumers

to report fraud and file complaints.

What people should understand

is that by reporting fraud, they are

preventing others from becoming

victims of fraud,” says Ms. Palumbo.

She points out that fraud is a

crime that threatens every Canadian

irrespective of education, age or

income. In 2017, the Canadian Anti-

Fraud Centre and the Competition

Bureau received 70,000 complaints,

and in the three years from 2014 to

2017, Canadians lost an estimated

$405-million, of which $94-million

was lost by seniors in the 60 to 79

age group.

While scamming techniques

in the past tended to use the

telephone, emails and door-to-door

calls to entrap victims, the rise of

social media has given fraudsters

new tools to target a younger de-

mographic, such as millennials and

Generation Z.

“We are seeing a growing num-

ber of complaints related to cyber

crime as criminals learn to use the

latest platforms and technologies to

commit fraud, things like phishing,

smishing, emergency scams and

wire fraud,” says Ms. Palumbo add-

ing that the best defence is vigilance

and knowledge.

“For example, we advise Canadi-

ans to be careful when giving credit

card or bank account details when

buying online. Read the fine print,

check the URL, do some research

on the product and vendor, be

skeptical. Even if a product seems

to be endorsed by a celebrity, don’t

assume it’s true,” she says.

But if someone does fall victim to

fraud, they should report it to the

Competition Bureau, the Canadian

Anti-Fraud Centre or local police

immediately.

“If you see something that

doesn’t seem right, then report it.

You have nothing to lose, and you’ll

assist law enforcement agencies in

stopping fraudsters and preventing

other people from becoming vic-

tims of fraud,” says Ms. Palumbo.

For most Canadians, buying a

home is the biggest investment

they will ever make. Typically, they

will have saved for the deposit,

applied for and been granted a

mortgage and worked through the

complex legal contracts with their

lender, mortgage broker, lawyer

and realtor.

But a new federal government

“stress test” of the finances of

uninsured borrowers from federally

regulated lenders that came into

effect at the beginning of 2018 could

make it more difficult for thousands

of people to qualify for mortgages,

according to the Bank of Canada

(BoC).

The stress test is meant to ensure

that borrowers will be able to pay

off their mortgages if rates rise

two percentage points higher than

they are today. An analysis by the

BoC found that under the new

rules, about 10 per cent of low-ratio

mortgages – around 36,000 loans

a real estate agent or a lawyer,

misrepresents, intentionally

withholds facts, lies or exaggerates

information to obtain a mortgage

that would not have been granted if

information had been accurate. For

example, a homebuyer lying about

their income to get approved for a

higher loan to purchase a home,”

he adds.

In Ontario, FSCO regulates the

mortgage brokering sector and

licenses mortgage brokers, agents,

brokerages and administrators.

FSCO monitors the activities of these

licensees for their compliance with

the Mortgage Brokerages, Lenders

and Administrators Act, 2006

(MBLAA). Its legislative mandate

is to provide regulatory services

that protect the public interest and

enhance public confidence in the

sectors it regulates.

During Fraud Prevention Month,

FSCO wants to increase awareness

of mortgage fraud among potential

victims and deter perpetrators, says

Mr. Monid.

“Buying a home is one of the

biggest decisions a person can

make. With increasing interest rates,

new lender rules and updates to

the mortgage stress test, Ontario

homebuyers may find it harder to

save for a down payment or be

approved for a mortgage on a home

they want,” he says.

Mr. Monid points to a recent

Equifax Canada study that found

that 67 per cent of all fraudulent

mortgage applications in Canada

originate in Ontario. This makes

it clear that Ontarians are feeling

the pressure to tell what they

characterize as “little white lies” on

their mortgage application or allow a

mortgage broker, real estate agent or

lawyer to misrepresent their situation

on documents.

The consequences of material facts

being misrepresented on a mortgage

loan application can be very severe.

If a licensee has contravened

the MBLAA, FSCO may take

regulatory action such as revoking

or suspending a mortgage broking

licence or imposing a fine.

“Homebuyers may lose their

deposit on a home, lose the home

itself if the lender calls in the

loan and they are unable to find

alternative financing, risk damage

to credit scores making it harder to

qualify for a loan in the future, and

could face legal action from the seller

or even criminal prosecution,” he

says.

The best way for consumers to

recognize mortgage fraud is to be

aware of the potential pitfalls and pay

attention to their own actions and

the actions of others when applying

for or renewing a mortgage. And if

they suspect that a fraud is being

committed in Ontario, to report it to

FSCO, the Canadian Anti-Fraud Centre

or their local police, adds Mr. Monid.

– would not have qualified last year

under the new stress test.

Faced with such an obstacle,

there’s a risk that fraudulent

mortgage applications will increase,

says Anatol Monid, executive

director, licensing and market

conduct division, Financial Services

Commission of Ontario (FSCO).

“Mortgage fraud has many

different faces, but generally it

occurs when someone, such as a

homebuyer, a mortgage broker,
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FRAUD FIGHTERS WANT
TO HEAR FROM YOU

THERISINGRISKOFMORTGAGE FRAUD
Rising prices and new regulations squeeze buyers

RED FLAGS FOR
MORTGAGE FRAUD

• Fabrication of paperwork

to qualify for a mortgage

loan by the homebuyer,

mortgage broker, real

estate agent or lawyer.

• Signing blank, incomplete

or incorrect mortgage

documents.

• Being offered monetary

kickbacks from a

mortgage agent or broker

to go with a specific

lender.

• Getting charged cash

fees for a professional to

arrange a mortgage.

• Promises to get a low-

interest loan after being

declined by other

lenders.

• Not receiving disclosures

in writing from a

mortgage agent or broker

during the application

process, such as the

risks associated with the

mortgage or any conflicts

of interests the mortgage

agent or broker may

have.

• Not receiving a lender-

stamped commitment

letter outlining the terms

and conditions of the

mortgage.

• Not being immediately

provided with copies of

all documents presented

to or signed by the

homebuyer during the

mortgage application

process.

• Being pressured to sign

a mortgage contract

without being offered

the mandatory 48-hour

‘cooling off period’.

• Not being asked for

documents proving

employment and

income (e.g. letters of

employment, T4 slips,

pay stubs etc.)

FRAUD PREVENTIONMONTH



RECOGNIZE AND REPORT SUSPECTED MORTGAGE FRAUD

Mortgage fraud has real consequences. If you are caught committing
mortgage fraud, you can lose your deposit or even your home. You
could face legal action by the seller or the mortgage lender. And it
might be nearly impossible for you to get any loan in the future.

To learn about how to recognize or report suspected mortgage fraud,
visit: www.fsco.gov.on.ca/fraud_mortgage
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...fraud is perceived
to be prevalent
throughout

the insurance
lifecycle, from the
application process
through to claims.

Shannon DeLenardo
Director, anti-fraud and electronic

claims at the Canadian Life and

Health Insurance Association

ABOUT

March is fraud prevention

month in Canada. Now in its

14th year, the annual educa-

tion and awareness campaign

encourages Canadians to rec-

ognize, report and stop fraud.

Spearheaded by the Competi-

tion Bureau, Fraud Prevention

Month brings together 125

law enforcement agencies

and public and private sector

organizations to combat fraud.

For more information, visit

competitionbureau.gc.ca.

BYTHENUMBERS

$290-million
Estimated amount lost by

Canadians to fraudsters from

January 2014 to December

2016

$28-million
Lost to fraudsters by Canadians

aged 60-90 from January 2014

to December 2016

90,000
Complaints received by the

Competition Bureau (CB) and

the Canadian Anti-fraud Centre

(CAFC) in 2016

30
Different types of mass

marketing fraud and identity

theft schemes reported to the

CAFC in 2016

5%
Estimated percentage of fraud

that gets reported by Canadians

to law enforcement agencies

Health-care fraud has become more sophisticated and difficult to combat. ISTOCK.COM

Canada’s life and health insurance

industry provides coverage to over

28 million Canadians. In 2016, it paid

approximately $32.5-billion in claims.

But in spite of some of the best se-

curity systems available, millions of

dollars are still lost annually to fraud.

Scams range from large organiza-

tions being targets of benefit fraud to

health care providers using fraudulent

certifications, rehabilitation clinics

billing insurers for treatment while

keeping patients addicted – or billing

without even providing a service.

“One thing that’s consistent is that

no matter the sector, when fraud oc-

curs it has far reaching implications,”

says Shannon DeLenardo, director,

anti-fraud and electronic claims at the

Canadian Life and Health Insurance

Association (CLHIA).

An accurate estimate of the cost

of insurance fraud is difficult to

pinpoint, she adds.

“Fraud is designed to go undetect-

ed, and the fraud fighting commu-

nity can only estimate the extent of

dollar losses,” says Ms. DeLenardo.

“However, fraud is perceived to be

prevalent throughout the insurance

lifecycle, from the application pro-

cess through to claims. We believe

losses range from 2 to 10 per cent.”

But whatever the amount, insur-

ance fraud is a cost burden to all

Canadians, and it’s getting more

difficult to detect.

“If you go back several years, it

used to be that fraud took the form

of someone changing the dollar

amount on their claim. You would

watch for different hand-writing,

colour of ink, etc. as an alert for

potential fraud,” she adds.

But in a new age of technology,

fraud has become more sophisti-

cated and, in many cases, highly

organized. Examples include:

• Theft of a health-care provider’s

identity to use their name and

certification to make false billing

claims;

• Billing for services not provided;

• Fake clinics where several people

conspire to set up a facility that

does not actually exist, but bills

for services;

• Collusion between providers

and patients to bill for services

or products, but then provide a

different service or product not

covered by insurance;

• Health-care providers using fake

credentials to provide services

and bill for them.

“Insurers have invested and

continue to invest in sophisticated

technology, people and processes

to identify and stop fraud,” says Ms.

DeLenardo. “But schemes continue

to evolve, and the challenge is to

stay ahead of the curve.”

The focus of the CLHIA, she adds,

is to represent, support and lead

industry-level initiatives to mitigate

benefits fraud and abuse. This in-

cludes the development of strategic

partnerships globally and with local

law enforcement agencies, and

health and dental professional col-

leges and associations.

“We recognize that fraud is an

industry issue, and we need to work

together to combat it,” she says.

“The best way to mitigate benefits

fraud is to prevent it from happen-

ing in the first place. Education and

communication are key and require

a team effort with all stakeholders.”

For more information, visit
www.clhia.ca/anti-fraud

HEALTH-CARE FRAUDHURTS
ALL CANADIANS
Stakeholders must work together to fight crime


